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Abstract—Ridesharing and on-demand mobility systems offer
societal benefits that include reduced traffic, lower parking
demand and less environmental impact from vehicle usage.
However, the problem of user impersonation has compromised
the safety of both riders and drivers, sometimes ending in fatal
tragedy. To address the safety concerns resulting from user
impersonation, this paper proposes a blockchain-based and zero-
knowledge approach for decentralized and privacy-preserving
identity verification in ridesharing. The proposed permissioned
blockchain facilitates our privacy-aware verification scheme and
provides fine-grained access control policies to protect on-chain
trip records. We developed the proposed system on the Hy-
perledger Fabric platform, with Chaincode smart contracts and
Hyperledger Ursa cryptographic library. To measure the perfor-
mance of the system, we conduct extensive experiments utilizing
the Hyperledger Caliper benchmark tool. Our results show
that the zero-knowledge proof module can perform the privacy-
preserving identity verification at the millisecond level while the
blockchain network offers low latency and high throughput for
transactions. The non-resource-intensive authentication scheme
and the proposed secure-by-design blockchain with access control
policies make the proposed approach fitting for application in
real-world ridesharing environments.

Index Terms—Blockchain, data privacy, identity verification,
ridesharing.

I. INTRODUCTION

Ridesharing services have gained significant awareness
during the last decade as a practical approach for enhancing
societal mobility. Additionally, a recent parking study shows
that vehicles are not in use for an average of 95% of their
lifetimes [1], providing many opportunities for increasing
current vehicle utilization through ridesharing applications.
In conjunction with emerging connected and autonomous
vehicle technologies, ridesharing systems can provide addi-
tional societal benefits, including reduced energy use, fewer
emissions [2], lower parking demand and decreased traffic
congestion [3].

Nevertheless, protecting the safety of users (both riders
and drivers) is an ongoing challenge in ridesharing systems,
making it difficult to grow adoption and realize the associated
benefits. In the existing ridesharing systems, both riders and
drivers typically identify each other by verbal communication,
which presents safety concerns in the event that a malicious
actor seeks to infiltrate the system disguised as a trusted
user. Furthermore, it is a challenge to provide the identity
verification function while also respecting users’ privacy.

As stated in a recent report by Uber, there were over 5,900
cases of assault-related incidents and even nine assault-related
deaths on their ridesharing platform in the US from 2017 and
2018 in total . Consequently, the user impersonation problem

Uhttps://www.uber.com/us/en/about/reports/us-safety-report/

presents a serious threat to users’ safety in existing ridesharing
systems due to the lack of a secure and privacy-preserving
identity authentication protocol.

Recently, novel blockchain architectures have been pro-
posed for decentralized two-sided sharing economies, includ-
ing ridesharing systems [4] [S]. Initially proposed in 2008
as the core technology for Bitcoin [6], blockchain represents
a distributed and decentralized network technology allowing
anonymous networked peers to reach consensus on the state of
an immutable digital ledger. For a recent survey on consensus
protocols for the blockchain networks, we refer the reader
to [7]. While the blockchain ledger records the current and
historical states of digital assets, the smart contracts define
the executable logic of digital assets on the ledger. Two
critical properties of blockchain technology, data provenance
and data immutability, provide potentials for designing secure
and decentralized identity verification protocols for rideshar-
ing. Nevertheless, the privacy-preserving and low latency
requirements of the bidirectional authentication in ridesharing
environments cannot be addressed by the existing blockchain-
based approaches.

Public blockchain systems show significant privacy con-
cerns when sensitive user information is involved. Any net-
worked participant can read the entire ledger in a permis-
sionless blockchain system (e.g., Bitcoin and Ethereum) due
to the transparency-by-design property. On the other side, a
permissioned blockchain system (e.g., Hyperledger Fabric) al-
lows for programmable access controls, making it suitable for
constructing a blockchain-based ridesharing system with the
consideration of data ownership and data privacy. However,
the access control policy serves to later protect the sensitive
information stored on the ledger, but it does not provide a
privacy-preserving approach for verifying a user’s identity at
the beginning.

To address user impersonation in ridesharing, we propose
a secure, decentralized, and privacy-preserving identity ver-
ification system. Our approach integrates a zero-knowledge
verification protocol with a permissioned blockchain network,
verifying rider and driver identities without disclosing sen-
sitive information. The blockchain also stores trip records
and enforces programmable access control policies for data
access and provenance. Developed on Hyperledger Fabric
and Ursa, our system ensures privacy-preserving verification
and was benchmarked using Hyperledger Caliper to evaluate
performance in proof generation, verification time, transaction
latency, and resource consumption.
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II. RELATED WORK

Many studies have proposed novel designs of blockchain
technology in a wide array of subject areas outside of finance,
including healthcare [8], internet of things [9] [10], smart
cities [11] [12], and artificial intelligence [13] [14]. Recently,
blockchain technology has also been investigated in intelligent
transportation systems, given the distributed and decentralized
nature of the internet of vehicles (IoV) [15]-[18]. Li et al.
[19] propose a blockchain-based method to protect emerging
intelligent traffic signal systems against malicious attackers,
and extend their study into an environment of multiple
vehicular networks [20]. In [21], Lin et al. showcase a
blockchain-based deep reinforcement learning architecture for
reliable spatial crowdsourcing in the software-defined internet
of vehicles, which improves performance and guarantees data
privacy. In addition, recent studies have proposed designs for
end-to-end decentralized ridesharing solutions which leverage
existing public blockchain systems. Baza et al. [4] introduce
a ridesharing system with proof of concept implemented on
Ethereum, which is trustless and preserves users’ privacy. The
proposed scheme includes systems for payment, matching,
and reputation management, controlled by smart contracts,
which utilize zero-knowledge-range proofs to protect location
information. This design differs from our proposed system
because it leverages a permissionless and public blockchain
network as the controller of the application, presenting addi-
tional communication overhead compared to our permissioned
blockchain approach outlined in this paper. In comparison, our
system also offers programmable access control policies for
clients, protecting the privacy of data stored on the ledger,
unlike in a permissionless blockchain network.

Comprehensive ridesharing systems atop a public
blockchain were proposed in [22] and [23], which preserve
privacy using pseudonymity schemes. These studies
motivated our research into a design of identity verification
and trip records retrieval in ridesharing, which requires no
pseudonyms or exchange of private information between
either party. Additionally, in [24], the authors propose
a smart contract based access control and direct two-
party encryption approach to privacy preservation in a
decentralized ridesharing environment. That being said, the
two-party encryption approach still requires the exchange
of sensitive information, unlike in our scheme where
the underlying identity information is never transmitted.
Zhang et al. [25] propose a novel and decentralized
ridesharing system, focused on the package delivery
application, that preserves the location privacy of users.
Their scheme introduces a hash-oriented practical Byzantine
Fault Tolerance (pBFT) consensus algorithm to reduce
consensus latency from minutes to about 15 seconds.
However, their privacy-preserving design is rooted in the
package delivery application and utilizes mailbox locations
exclusively as the pickup and dropoff points, making the
design application-specific.

Providing secure and privacy-preserving bidirectional iden-
tity verification in ridesharing is a challenging problem and
demands new design solutions. The application requirements
necessitate a privacy-aware system with high throughput and
low latency, which cannot be addressed by the existing
blockchain-based approaches. This paper contributes to the

state of the art by proposing a fast, non-resource-intensive
and privacy-preserving verification protocol managed by the
proposed blockchain architecture, which also includes pro-
grammable access control policies to protect the stored ledger
data.

III. SYSTEM ARCHITECTURE

The proposed system architecture for bidirectional and
privacy-preserving authentication in ridesharing includes a
verification protocol based on zero-knowledge proof and the
permissioned blockchain network with access control policies.
We first describe the following entities taking part in the
proposed system:

o Permission Issuer: The permission issuer represents a
trusted organization that issues cryptographic key pairs
and identity information (e.g., driver license and state
ID) to the data owners and verifiers. In reality, agencies
such as the Department of Motor Vehicles (DMV) are
suitable candidates to fill this role.

« Rider: A rider is a registered client user in our blockchain
network. The rider possesses the issued identity informa-
tion (e.g., state ID) and wants to prove his/her identity
to drivers in the network without disclosing the actual
information.

e Driver: A driver is a registered client user in our
blockchain network. The driver possesses the issued
identity information (e.g., driver licence) and needs to
prove his/her identity to riders in the network without
disclosing the actual information.

o Peer Node: A peer node is a network entity that hosts
and maintains the blockchain ledger and performs the
role of data verifier that validates the identity information
from users. Peer nodes are deployed and managed by
a consortium of multiple organizations including DMV
and ridesharing companies, forming a decentralized but
permissioned blockchain network.

o Permissioned Blockchain: The permissioned blockchain
network operates as the controller of the system and
provides an immutable transaction ledger for recording
the zero-knowledge proof and trip records.

A. System Workflow in Ridesharing

The workflow of the proposed system architecture for safe
ridesharing is depicted in Figure 1. First, both riders and
drivers register themselves as clients in the blockchain system.
The permission issuer (e.g., DMV) generates and distributes
unique prover keys to each client and corresponding verifier
keys to the blockchain peer nodes. For each client, the
registration and key issuance procedure only need to be
performed once. After a ridesharing service matches the two
clients, both the rider and the driver use their prover keys
to generate one-time zero-knowledge proofs based on their
identity information, and send the proofs to any peer node
in the blockchain network. The peer node then uses the
verifier keys to authenticate the two proofs from the clients
without revealing their identities. When the authentication
is completed, the blockchain system will notify both the
rider and the driver. At the same time, a smart contract
is executed to record the trip details as a transaction on
the ledger. Subsequently, the driver can start the trip with
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Figure 1. Workflow of the bidirectional and privacy-preserving
authentication procedure in ridesharing.

the rider. Clients can also send retrieval requests for trip
records through smart contracts, and the blockchain system
will validate the identity information against access control
policies. If the condition is satisfied, a smart contract will
return the corresponding records to the client.

B. Privacy-preserving Verification Protocol

We introduce the bidirectional verification protocol for val-
idating both riders’ and drivers’ identities without disclosing
any sensitive information to each other. When a ridesharing
service pairs a rider with a driver, both participants act as
provers to prove their identities, in ZKP-based encrypted
messages, to a peer node from the blockchain network that
acts as a verifier. After the peer node authenticates the
identities, the result is notified to both participants.

Bilinear Pairing Property. Let G be a multiplicative cyclic
group of prime order p with generator g. Lete : GXG — G
be a computable, bilinear and non-degenerate pairing into
the group Gr. Then, we have e(z®,y®) = e(z,y)* for all
z,y € G and a,b € Z because G is cyclic.

Based on the property of bilinear pairing [26], We de-

scribe the proposed privacy-preserving verification protocol
in Algorithms 1, 2 and 3. Algorithm 1 represents the key
generation process, in which the permission issuer issues the
prover key p; and verifier key v; for prover ¢ (either a rider
or a driver). Algorithm 2 describes the zero-knowledge proof
generation process when the prover ¢ first computes a hash
digest h; based on identity information m; and generates the
one-time zero-knowledge proof § based on the hash digest
hi. Algorithm 3 presents the proof verification process that
the verifier (a peer node in blockchain network) verifies the
prover ¢ without revealing the identity information m;. In
this verification process, the one-time zero-knowledge proof
0;, hashed identity information h;, verifier key v; and the
generator g are used for bilinear pairing check on the elliptic
curve e [27].
Correctness Analysis. Assume that a prover ¢ generates
a one-time zero-knowledge proof §; based on the identity
information m; and sends this proof ¢, to the verifier through
transaction request. We prove that the proof J; can be vali-
dated by Algorithm 3 as follows:

Proof.

First, the verifier key v; is computed as:

()]

Then, a one-time zero-knowledge proof is generated as:

— Pi
vi_glv

(mi,pi) — 6 = H(m;)" = hi”", 2)
Next, verifying the proof ¢, is done by checking that iff:
e(di, g) = e(hi, vi), (©)
According to the bilinear pairing property, we have:
e(5i, 9) = e(h™, )
= e(hi, g"") (C))
= e(hs,v;).
|

In this way, the proof d; can be validated by the verifier
without knowing the prover’s identity information m;. In the
experiment, we choose Hyperledger Ursa library to build the
generator g and elliptic curve e for bilinear pairing.

Algorithm 1: Key Generation

Input : prover ¢
Output: prover key p;, verifier key v;
1 The permission issuer selects a random a; € Z, for
prover @ ;
2 The permission issuer saves the prover key as p; = a;
5
3 The permission issuer computes the verifier key as
vi=g" €eqG;
4 The permission issuer returns p; and v; ;

Algorithm 2: Zero-knowledge Proof Generation

Input : identity information m;, prover key p;
Output: one-time zero-knowledge proof §;
1 The prover computes a hash digest h; based on
identity information m; via SHA256 algorithm [28],
as hi =H (ml) 5
2 The prover generates the one-time zero-knowledge
proof §; = h¥ € G ;
3 The prover returns J; ;

Algorithm 3: Zero-knowledge Proof Verification

Input : one-time zero-knowledge proof ¢;, hashed
identity information h;, verifier key v;
Output: identity verification result 7;
1 the verifier checks if e(d;, g) == e(h;, v;) then

2 ‘ r; = True ;
3 else
4 ‘ r; = False ;
5 end

6 The verifier returns r; ;
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C. Permissioned Blockchain with Access Control

In this subsection, we explain the design of the permis-
sioned blockchain network, which maintains a distributed
ledger for recording transaction information, including the
driver’s and the rider’s names, origin, destination, and price
of the trip. To protect on-chain data privacy, we define access
control policies and enforce the system to determine which
data users are allowed to retrieve. With the access control
policies deployed in the blockchain network, a user can only
retrieve his/her historical transactions. Access control policies
are defined with the following components:

« Participant: It represents the people or entities who are
involved in the procedure of access control.

o Operation: It indicates the actions taken in the access
control procedure. It can be either READ or WRITE.

o Resource: It represents the ledger data to which the
access control policy applies. It can be either trip records
or user profile information.

o Condition: It indicates the conditional statements over
multiple variables. Combinations of multiple conditional
statements are supported to serve advanced access con-
trol design.

o Action: It represents the decisive action for executing
the access control procedure. It can be either ALLOW
or DENY.

IV. EXPERIMENTS AND EVALUATION
A. Experimental Setup

We developed the proposed system for safe ridesharing,
which involves two primary parts interacting seamlessly: the
verification module and the blockchain network. The verifi-
cation module is developed utilizing the Hyperledger Ursa
library. The blockchain network is built on the Hyperledger
Fabric v1.2 and tested using the Hyperledger Caliper bench-
mark tool. We instantiate ten clients for testing, including
five drivers and five riders in the blockchain network. The
experiments are deployed and conducted on Ubuntu 18.04
operating system with 8GB DDR4 memory and 2.8 GHz Intel
15-8400 processor.

B. Verification Protocol

We first conducted experiments with varying secret lengths
of 10, 100, and 1,000 characters and compare the results
with respect to the running time of the verification protocol
under each length. As shown in Figure 2, the key generation,
ZKP generation and ZKP verification times are constant, even
when varying the secret length. This is because our ZKP-
based verification protocol hashes the secret message m to a
fixed-length value of size 256-bits, by leveraging the SHA256
algorithm [28], before the proof is generated.

Consequently, the results show that key generation, ZKP
generation and ZKP verification times are independent of
the length of the secret message. This property provides
our scheme the flexibility for verifying a myriad of secret
messages (e.g., social security number and government iden-
tification number) without hindering performance or security.
Verifying a proof requires more time when compared to proof
generation because verifying the proof necessitates computing
two pairings on the elliptic curve (Algorithm 3).
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Figure 2. Comparison of key generation, ZKP generation and ZKP
verification average running times among different secret message
lengths.
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Figure 3. The relationship between total running time and the number
of secret messages from key generation, ZKP generation and ZKP
verification phases.

We then analyze the performance of the ZKP-based verifi-
cation protocol by increasing the number of secret messages
into a larger scale. Figure 3 shows the total key generation,
ZKP generation and ZKP verification times by changing the
number of secret messages from 1 to 10, 100, 1,000 and
10,000. As a result, the proposed verification protocol is
efficient and able to handle 10,000 secret messages in 5
minutes at the prover (rider or driver) level and 36 minutes
at the verifier (peer node) level.

C. Transaction Throughput

The transaction throughput measures the flow rate of pro-
cessed transactions, in the unit of transactions per second
(tps), through the blockchain network. As indicated in Figure
4, when increasing the transaction send rate, the average
transaction throughput will increase at the start and then hit
peaks at 27 tps, 17 tps, and 15 tps under 1-of-any, 2-of-any,
and 3-of-any endorsement policies, respectively.

The option of endorsement policy will affect the transaction
throughput. For instance, as shown in Figure 5, with a
fixed transaction send rate at 20 tps, the average transaction
throughput will decrease by increasing the number of endors-
ing peers. This is because the complexity of the endorsement
process is increased by more endorsing peers. In addition, we
conduct tests to record the minimum, average, and maximum

Authorized licensed use limited to: Xi'an Jiaotong-Liverpool University. Downloaded on January 02,2026 at 13:02:12 UTC from IEEE Xplore. Restrictions apply.



30 T T T T T T T T
—&— ]-of-any
—e—2-of-any
3-of-any

)
S

)
S

Average Transaction Throughput (tps)
= 7

w

0 L L L L L L L
0 5 10 15 20 25 30 35 40 45

Transaction Send Rate (tps)

Figure 4. The relationship between average transaction throughput
and transaction send rate according to different Hyperledger Fabric
endorsement policies.

25 T T T

[ Minumum Throughput
[ Average Throughput
[IMaximum Throughput

- — ]
S =3 S
T T T

Transaction Throughput (tps)

w
T

1-of-any 2-of-any 3-of-any
Hyperledger Fabric Endorsement Policies

Figure 5. Comparison of minimum, average and maximum trans-
action throughputs among different Hyperledger Fabric endorsement
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transaction throughputs. The results show that the difference
between the minimum and maximum transaction throughputs
is relatively small under different endorsement policies.

D. Transaction Latency

The transaction latency measures the end-to-end processing
time of a blockchain transaction over the course of its lifetime,
from initial submission until the final results are committed
to the ledger. Illustrated in Figure 6, the average transaction
latency increases significantly under the 2-of-any and 3-of-
any endorsement policies as the transaction send rate is raised.
That being said, the observed average transaction latency does
not fluctuate under a 1-of-any endorsement policy, remaining
at a constant 0.5 seconds, given the transaction send rate
does not exceed 30 tps. However, if the transaction send rate
exceeds 30 tps, the observed average latency will also increase
under a 1-of-any endorsement policy, albeit at a significantly
slower rate than the 2-of-any and 3-of-any policies. These
differences can be explained by the complexity of a given
endorsement policy: the 2-of-any and 3-of-any policies are
significantly more complex than a 1-of-any policy and require
additional overhead for communication and computation.

Besides, the chosen endorsement policy can have a signifi-
cant impact on the transaction latency. For example, as shown
in Figure 7, if the transaction send rate is fixed at 20 tps, an
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Figure 6. The relationship between average transaction latency and
transaction send rate according to different Hyperledger Fabric en-
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Figure 7. Comparison of minimum, average and maximum transac-
tion latencies among different Hyperledger Fabric endorsement policy
based on a fixed transaction send rate of 20 tps.

increase in the number of endorsing peers will also result
in an increase in transaction latency. Moreover, we conduct
multiple rounds of tests to record the minimum, average,
and maximum transaction latencies. Our results show that the
difference between the minimum and maximum transaction
latencies will also increase when increasing the number of
endorsing peers.

E. Resource Consumption

Throughout our experiments, we collected data on consen-
sus peers’ resource consumption across 1-of-any, 2-of-any,
and 3-of-any endorsement policies. The results are summa-
rized in Table I. The results show that our design uses low re-
sources and has suitable network traffic demand for real-world
applications across various IoT devices. When increasing the

Table I
RESOURCE CONSUMPTION
Endorsement Peer Memory CPU Traffic In | Traffic Out
1-of-any peerl | 2032MB | 15.17% | 859.3KB 883.4KB
2-of-any peerl | 211.5MB | 12.46% | 979.2KB 907.2KB
peer2 | 243.5MB | 13.24% | 967.9KB 571.8KB
peerl | 205.7MB | 11.39% 1.IMB 880.1KB
3-of-any peer2 | 244.5MB 11.26% 1.IMB 548.5KB
peer3 | 223.4MB | 12.13% 1.IMB 549.1KB
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endorsement process’s complexity, more messages must be
sent to reach a consensus, which accounts for the increased
traffic under the 3-of-any policy compared to the others.

V. CONCLUSION

This paper addresses the safety problem of user imper-
sonation in existing ridesharing services by proposing a
blockchain-based and zero-knowledge approach to secure,
privacy-preserving and bidirectional identity verification of
ridesharing clients. Our proposed design enables safe identity
verification without requiring the sharing of confidential in-
formation between untrusted parties while also meeting the
low latency and non-resource-intensive requirements of the
ridesharing environments. We develop the proposed system
and perform extensive experiments to evaluate its perfor-
mance under different settings. Our results demonstrate that
the proposed blockchain architecture, deployed on Hyper-
ledger Fabric, offers high transaction throughput with low
latency. Meanwhile, the proposed ZKP-based verification pro-
tocol can perform identity verification at the millisecond level,
making our design suitable for use in real-world ridesharing
applications.
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